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Gartner Market Scope for Vulnerability Assessment

Gartner

Strong Positive

| RATING |

Strong Strong

Megative Caution | Promising| Positive Positive

Beyond Security

x

BeyondTrustieEye Digital Security

*

Critical Watch

4

Digital Defense

McAfee

nCircle

Rapid?

Tenable Netw ork Security

Trustw ave

Source: Gartner, Market Scope for Vulnerability Assessment, Sep. 2013
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https://www.sans.org/press/announcement/2015/03/30/1
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Reader Trust Award
BEST VULNERABILITY MANAGEMENT SOLUTION
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Latest IDC Market Share report dated Nov 2015

Filing Information: August 2013, IDC #242465e, Volume: 1

Security Products: Market Analysis T ripw ire

Worldwide Device Vulnerability Assessment Revenue Share IBM (3.5%) (5.3%)

by Vendor, 2012 McAfee, an
Intel company

Qualys (14.5%) (7.9%)

Other (42.6%) = Py
McAfee (an Intel Qualys (13.3%)
company) (9.0%)

Other (55.3%) Rapid7? (8.7%) Rapid7 (12.4%)

Positive Tenable (9.2%)
Tenable (7.2%) Technologies
nCircle (acquired (5.8%)

by TripwireInc.)

IDC WW Device Vulnerability Management Assessement Market Share by Vendor
Published Published Published
s 8/2013 8/2014 112015 | MarketShare | CAGR
Gain Growth%
2012 2013 2014
Qualys 14.50% 14% 13.30% -0.7% -4%
Rapid7 8.70% 10.90% 12.40% 1.5% 20% 5
McAfee 9% 8.60% 7.90% -0.7% -6% Ee S
Tenable 7.20% 7.90% 9.20% 1.3% 13% D
nCircle/TripWire 5.30% 5.90% 5.30% -0.6% 1% A
Market Size | US$569.5M | US$628.4M | US$784.5M 17.59% |

Source: IDC, August 2014




Feature Comparison
RA ‘ ,DD Licensing/Administration McAfee MVM Nexpose MVM Nexpose Enterprise

Policy Compliance McAfee MVM Nexpose MVM Nexpose Enterprise
CIS Benchmarks / USGCB . . .
> BASED ON 2014 MARKETSHARE
CIS Benchmarks Certified . .
SCAP 1.2 in certification in certification
Policy Editor / SCAP Upload . .
Prioritization McAfee MVM Nexpose MVM Nexpose Enterprise
CVSS Scoring / Asset Importance . . .
Advanced Risk Scoring . .
Exploit and Exploit Kits . .
Validated Vulnerabilities with additional fee additional fee
Rapid Metasploit® others
43%
Dashboards & Reporting McAfee MVM Nexpose MVM Nexpose Enterprise
Dashboards . . .
Pre-built Report Templates . . .
Customizable Report Templates . . .
SQL Query . . .
Top Remediation Guidance . .
Department Benchmarking . . T
enable
9%
Security and IT Integrations McAfee MVM Nexpose MVM Nexpose Enterprise
Open API . . . g
McAfee ESM (SIEM] . . . POSItlve
McAfee ePO . coming soon coming soon T hn I i
McAfee DXL coming soon coming soon ec 0 og €s...

40+ 40+

Third Party Integrations

Vulnerability Assessment McAfee MVM Nexpose MVM Nexpose Enterprise
n ex Ose Authenticated Scanning . . .
Comprehensive Coverage . . .
Automatic Content Updates . . .
= / = Custom Vulnerability Checks . . .
| ntel Secu rlty S EXC[USIVe Pa rtner Mob\LeDeviceSlAhd);Oid‘iOS] end of life* . .
OWASP Top 10 . .

for Vulnerability Management [ — |

ch was recently ar




Symantec CCS

9 symantec. Vulnerability Manager 10
Administrator’'s Guide BASED ONS%Pn%ﬁtMARKETSHARE

Using anti-virus software on the server

Anti-virus programs may sometimes impact critical operations that are dependent on network com-
munication, such as downloading updates and scanning. Blocking the latter may cause degraded scan

accuar- Others

If you are running anti-virus software on your intended host, configure the software to allow the 43%
application to receive the files and data that it needs for optimal performance in support your security

goals:

®  Add the application update server, updates.rapid7.com, to a whitelist, so that
the application can receive updates.

®  Add the application installation directory to a whitelist to prevent the anti-
virus program from deleting vulnerability- and exploit-related files in this
directory that it would otherwise regard as “malicious.”

Tenable
9%

Consult your anti-virus vendor for more information on configuring the software to work with the

Positive Technologies
6%

application.

5%

Activating your license with a license file

If your Security Console does not have access to the Internet or to the updates.rapid7.com server, you
can activate your license with a license file. Provided to you by the Account Management team, this
file has a ./ic extension and lists all the features and scanning capacities that are available with your

license. To activate wth a license file:
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CVE vs. CCE

CVE (COMMON VULNERABILITIES & EXPOSURES)
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Applies knowledge from one
vulnerability to automatically identify

other vulnerabilities across multiple layers.
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O 2 FoEo SZ4Hel =X

Vulnerability Listing > X

Exposures: 42 Susceptible to malware attacks [ Metasploit-expMikgble 3. Exploit pNglished

Title A @ CVSS Risk A3 Published On Severity Instances SANS Exceptions

M511-027: Cumulative Security Update of ActiveX Kill Bits &- @ 10 919  Tue Apr 12 2011 Critical 1 0 Exclude

M511-003: Cumulative Security Update for Internet Explorer @\ @ 93 919 Wed Feb 09 2011  Critical 1 0 Exclude

CIFS Account Password Mever Expires 5.8 750  Mon Mov 012004  Severe 4 @ Exclude

CIFS Minimum Password Length Policy Mot Enforced 6.8 750 | Mon Nov 01 2004 | Severe 1 0 Exclude

IRDP (ICMP Router Discovery Protocol) enabled 7.5 ¥38 | Wed Aug 11 1999 | Critical 1 0 Exclude

IP Source Routing Enabled 7.5 738 Mon Sep 20 1999  Critical 1 @ Exclude

SMB signing disabled 7.3 703 | Mon Mov 01 2004 | Severe 2 @ Exclude

MS11-019: Yulnerabilities in SMB Client Could Allow Remote Code Execution @ 10 679 Tue Apr 12 2011 Critical 1 0 Exclude

SMB signing not required 5.2 679  Mon Mov 01 2004  Severe 2 @ Exclude

MS11-020: Vulnerability in SMB Server Could Allow Remote Code Execution 10 671 | Tue Apr 12 2011 Critical 1 0 Exclude

Showing: 1to 10 of 27 Rows per page: 10 - Iﬁ"ﬂ 1 af 3 MM

Open a ticket

zX| 2N B

mjo
o

7

7

M
M
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AL EEHO 2R

% Home =iAssets @ Vulnerabiliies W3 Polides  {= Reports  [Z] Tickets

Admnstation © Assat Groupe New Group Configurston o

<7

Search [a]

Filtered Asset Search

AddTItErs 1o refing your searcn for scanned assets. For example, o find all 35sets rUNNING on 2 Specific operating system, USe the Opersting system aame fiter f you use MUNiple fIters, chopsa whethar you want the SeErch 10 retrn assets
that match all filter criteria or any criteria. Matching all eriteria will produce a smaller, mere specific set of results. Afler searching, you can creafe an asset aroup based onthis set offiltzrs.

05 Name E conlains z‘ WINDTWS & =
CuSS Confdentzity Impact () [+] |15 [=] [mone gu - = =
Patial (P)

Complete (C)

Match | all |;| ofthe specified fiters.

Search | | Resel Creale asset group

Address Hame Site 08 A @ Vulnerabilites Risk Last Scan
10.3.60 160 WINIKBRZARCHER MNew Acquision Microson Windows Server 2008 R2, Enterprise Ealtion 12 a1 208 84,332 Frilan 112013
0.3.60.94 noded.pslab.rapid?.com Maw Acquisition Microsofi Windows Server 2008 R2, Enterprise Edition SP1 T 13 100 42 646 FriJan 11 2013
036083 PSLAB-CLUSTER Mew Acquisition Microsoft Windows Sener 2008 R2, Enterprise Edition 51 T 13 100 42546 Fridan 11 2013
03 A0 94 PSI AR-C| | IGFNSRVT Mew Ar sitian ndows Sener 2008 R?. Froferprise Fdition 5P T 13 a0n 47 A4R Frilan 11 2013
10.2.60.136 COLDFUSION Mew Acguisiion Windows Server 2008 R2, Enterpnse Edition SP1 T 13 a9 42548 Fridan 11 2013
0.3.60.144 TA-CAS Mew Acquisiion Microsofi Windows Server 2008 R2, Enterprise Edition SP4 T 18 a9 42646 FriJan 11 2013
2 pslabrapid?.com Mew Acquisition Microsofl Windows Sever 2008 R2, Enterprise Edition 571 T 18 a9 42,030 Fridan 11 2013
WIN-BUPVFRTMDO0O Mew Acguisiion Microsoff Windows Server 2008 R2, Enterprise Edition SP4 T 19 a9 41652 FriJan 11 2013
. SCAWINZD0ER2 Mew Acquisition Microsofi Windows Server 2006 R2, Enterprise Edition SP1 T 13 47| 41836 FriJan 11 2013
10360112 WSUS_SERVER New Acaquisition Micrasof Windows Sener 2008 R2, Enferprise Edition 5P1 2 4 T 33,808 Frilan 112013
Showing 110 100f114 | € Ceportto ooy Rows perpae: (10 [=] [i][«] 1 ariz [¥][]

Dynamic Asset Grouping automatically sorts assets based on new information
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?l et Policy 7|

CIS, FDCC, USGCB, DISA ! PCl, HIPAA, SOX, SCADA S 2| COMPLIANCEO] Ci-83t= POLICY SCAN 1}

ZME 2 ZEZ HE

Policies
Compliance Results v X Compliance Trends for Most Tested Policies
~ 100
g
a |
F (%)
G so
@ Pass (%) = |
s @ Fail (%) E 2
h (=}
&
0
094an  1ldan 134an  15Jan  17-Jan
Date
La s 2 2:06 Al Ls s 20
Policy Listing
i 2 Assets
Policy iz category Source e
CIS Windows 2003 Enterprise Domain Controller 2.0.0.7 Cls ﬁ
Custom &
/i ) ;
CIS Windows 2003 Enterprise Domain Controller 2.0.0.7 Copy Polides %
CIS Windows 2002 Enterprise Member Server 2.0.0.7 Cis ﬁ
CIS Windows 2003 Legacy Domain Controller 2.0.0.7 cis ﬁ
CIS Windows 2003 Legacy Member Server 2.0.0.7 cis ﬁ
CIS Windows 2003 Specialized Security (Limited Functionality) cis ﬁ

Domain Controller 2.0.0.7

The Nexpose Configuration Policy Dashboard

== USGCE 1.2.1.0 - Windows 7 Firewall
== USGCB2 - XP

=iy USGCB2 - XP Firewall

== ISGCE2-IE 7

= | JSGCE 1.2.1.0 - Windows 7

Ja‘Jcid:\magetm&png@mctauzzsl:.a-?(:chui

MNIA

MNIA

MIA
N/A
MNIA

Rule
Failed Compliance Comp e
0 100%
0 0 0%
1] 100%
0 100%
0 100%
0 100%

N/A
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ZE: IP, SITE, STATIC GROUP, DYNAMIC GROUP
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Select Vulnerability Filters

You can filter vulnerabilities by threat level (severity) and types of vulnerabilities (categories).
By Severity

Yulnerability details ‘ Complete -

(®) Al severities () Critical only () Critical and severe

Complete By Categories

] !Include all (%) Includ ifi | Exclud ifi
Complete except for solutions () Include all ®) Include specific (C) Exclude specific

. . . . Select categories to include or exclude 3
Minimal (title and risk metrics) [ ]

| Clear all
Mone

— ["] Active Directory
[l Adabe
[[] Adobe AcrobatReader
[C] Adobe AIR

[m] »

[C] Adobe ColdFusion

26
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nexpose’

T S BoM A (GMT +0900) M2
(o A= AES HY
LHELHI 2=
Provides comprehensive details about
discovered assets, vulnerabilities, and
e S mo——
ARF {Asset Reporting Format) Audit Report _— Baseline Comparison - Basic Yulnerability Check
Export a = Results (CSV)
Al 4/35 Y E=ral)
o 24
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HIAM 54 =X & K| A| (Remediation Plan Report)
o X|eF 7+ HF0| Ciot =A 3 EHAE =X Z M-S

Set the password expiraliorn
Estimated time: 30 minutes

Microsoft Windows 2000 Professional, Microsoft Windows XP Professional

If the account is not used, delete or disable the account. If the account is a built-in system account such as the IUSR_ or IWAM _
accounts, enable the "User cannot change password” option to stop this vulnerability from being reported (Microsoft best practices
dictate that built-in system accounts NOT be allowed to change their own passwords). Otherwise, ensure that the password expires by
disabling the "Password never expires” option.

1. Right click on "My Computer”

. Select "Manage"

. Open the "Local Users and Groups" folder
. Open the "Users" folder

. Double-click on the desired user

[ax T &) R o R

. Uncheck "Password never expires"

28



DA — A|ZHO]| [H2 %[ 2FX H 3} (Trend Report)

—

Qct 1, 2012 14:01:47 FOT

Vulnerability Trend Report
Start date: Jul1, 2012 | End date: Oct 1, 2012
300

&
T zoo
B
@O
£ 100
]

o

1 Jul2012 1 Aug 2012 1 Sep2012 1 Ot 2012

Vulnerabilities [l Pubbshed Exploits [ Avalable Makware Kit

Mew: new vulnerabliies dscovered

Vulnerabilities in Sites Reduced: vwulnerabities that were remediated or not found agam
Datacenter 1
Total @ Exploits 'ﬁ- Matware Kits Assetls
100 {830} T 0 1700
R e Sarevioushy 1650)

Mew +6 | Reduced -36

mer 2 [y Explois § A2 Mabware Kits
‘ulnerabilities " isets
10 &5 (#15
170 ($10) 10 {#10) //. { ) o0
Mew +0 | Reduced -10 Mew +0 | Reduced -15 fiousky 1200)

Mew +5 | Reduced -4
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Upgrade to the latest version of Oracle Java
Upgrade to the latest varsion of PHP

Upgrade to the latest version of Oracle MySQL

MS14 - 015: Download and install Microsoft
patch for KB2930275 windows6.1 - kb2930275 -
xB4.cab (1525463 bytes)

Upgrade to the latest version of Apache HTTPD

Upgrade to the latest version of Samba

MS12 - 034: Microsoft T # windows6.1 -
kb2676562 - x64.cab (5603057 bytes) CHERE.
WA

MS12 - 034: Microsoft = #| mpsyschk.exe
(15264 bytes) ct22= A =]

Upgrade to the latest version of Mozilla Firafox

Upgrade to the latest version of BIND

Upgrade to the latest version of Apple
QuickTime

Upgrade VMware ESXi to the latest version

MS11-020: Microsoft 3 | windowsxp -
kb2508429 - x86 -enu.exe (664060 bytes) HEE
=

MS11-020: Microsoft =4 %

windowsserver2003. windowsxp - kb2508420 -
x64 -enu.exe (1044864 bytes) CHEEES 5 43

Configure SMB signing for Windows

3

10

10

15

13

12

13

o8 7kt @

38 20, 2014 22:37:25 KST
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T0014

64206

11688

2703

2414

5627

5218

5218

4703

4553

4532

4083

3190

3100

3025

211} (Top Remediation Report)
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Nexpose Dash v

Last updated April 1, 2015 12:32 AM

152 it
Sites

60 g 30M

Asset Groups

+ Add

Ve AmNe wna

10

Tags
+ Manege 32M 2% a v s .."-“
RISK SCORE  ~
TOP 5 RISKIEST SITES
Site Name

A
Colorado Servers Virginia Datacenter
325515 (was 323.456)
Corporate Windows Assets
Al Lab machines
East Coast POS Terminals

2004

Risk Score

325515

N2615

90,615

87615

1704

334K +1% a
ASSETS s

VML W4 WTIne YInna

N

WHAT'S NEW
Last updated Apeil 1, 2015 1232 AM

New Assets 32

New Vulnerabilities 15 >

Upcomng
Next Tdeys v

[

ANS NS NS 32008 Lot 7doys v

12.5K +235a /k

VULNERABILITIES

REMEDIATION ACTIONS

7 Windows Workstation
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12M 147 230
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Common Criteria — Certified EAL 3+ CVE Number Authority

The Standard for Information Security Vulnerability

5 / mv Common Vulnerabilities and Exposures
(2 ffar
& ey Names

Certification Report . L.
CVE Numbering Authorities
EAL 3+ Evaluation of Rapid7™ Nexpose™ Vulnerability Participating CNAs | Documentation for CNAs | Requesting CVE IDs from CNAs
Management and Penetration Testing System V5.1 Become a CNA
CVE Numbering Authorities (CNAs) are organizations that are authorized
to assign CVEs to vulnerabilities affecting products within their distinct,
agreed-upon scope, for inclusion in first-time public announcements of
ety new vulnerabilities. These CVEs are provided to researchers, vulnerability
disclosers, and information technology vendors.
C ications Security E: i Canada

Certification Body

Canadian Common Criteria Evaluation and Certification Scheme Vulnerability Researchers

© Government of Canada, Communications Security Establishment Canada, 2012 - La rr Ca S h do ‘ I a r
Document number:  383-4-148-CR. TS - Ragid 7

Version: Lo

Date: 22 May 2012 H— -H s Talos
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Metasploit Pro Workflow

CREATE PROJECT

(Nmap, Nexpose, a0)

Initiate NeXpose Scan ®

DISCOVER

Manually Add Device (- DEVICES = Web App Scanning
ually @ : E &EprpP ca ning
—

0l
CLEAN UP &
£ - Command Shell
Session

Close
Sessions

Manual
Cleanup

Manual Authentication
Proxy & VPN Pivoting

FINAL REPORT
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3100 7 O| 42| MAX 2= HASE 2= (DEC 2015)

Metasploit Modules - B ?
Or, Browse latest vulnerabilities or latest modules

Displaying module details 1 - 10 of 3117 in total

Back to search

123 4 5@

Advantech Switch Bash Environment Variable Code Injection (Shellshock)
Disclosed: December 01, 2015

This module exploits the Shellshock vulnerability, a flaw in how the Bash shell handles external environment variables. This module targets the
'ping.sh' CGl script, acessible through the Boa web server on Advantech switches. This module was tested against firmware version 1322_D1 88.

Auxiliary, Post exploit, Custom exploit 2= 2L g}

=
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METASPLOITO| A|H & & 45t= S2}0
0il, MS10_061(SMB P

2
—
N
N
Ul
1o
I
12
02 o

WIN XP =4

Active Sessions

Session o5 Host Type Age Description Attack Module

= Session 157 F 182 168,152 22 - WINXP Meterpreter 2 minutes NT AUTHORMYASY STEM @ WINXP = MS10_061_SPOOLSS

Microsoft Print Spooler Service Impersonation Vulnerability
exploittwindows/smb/ms10_061_spoolss

This module exploits the RPC service impersonation vulnerability detailed in Microsoft Bulletin MS10-061. By making a specific DCE
RPC request to the StartDocPrinter procedure, an attacker can impersonate the Printer Spoaoler sernvice to create a file. The working
directory at the time is % SystemRoot¥isystem3Z2. An attacker can specify any file name, including directory traversal or full paths. By
sending WritePrinter requests, an attacker can fully control the content of the created file.

Module Options

PMNAKME The printer =hare name to use on the target (string)

RPORT 445 Set the SMB service port (integer)

SMBPIPE spoolss The named pipe for the spooler service (string)
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Sending wWirnx
xyhbeal to 13

152 _10:-10z24

Internet Explorer CSS Recursive Import Use After Free
exploitfwindowsi/browsernms11_0032_ie_css_import
(mshtml). When parsing an HTML page

This module exploits a memory corruption vulnerakbility within MicrosoftYs HTML engine
ectis deleted and later reused. This leads to arbitrary code execution.

Ak

containing a recursive CSS import, a C++ obj

Module Options

Enable Ja koo
T ust be an address on the local machine or 0.0.0.0 (address
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18%

i

Top Hosts by Logins Top Shared Credentials by Related Hosts

wallace / kianna /
etvolu...: 2 assume...:
(25%) 2 (25%)

HostName- HostName-
80780: 1 - 57397:1
(17%) AN (17%)
HostName- HostName-
6701: 1 58908: 1
(17%) (17%)

HostName- HostName-
8751: 1 66418: 1
(17%) (17%)

shawn.
;ossseﬂk:licvh meclure /
ik SSH KEY: 2
(25%)

Credential Details
All credentials in the selected workspace are described here, divided by type.

Plaintext Passwords

Public Private Realm Type Realm Value Origin Hosts Services
ralph nequeametnatus Active Directory Domain lynchortiz Service 1 1
shannon estautaliquam Oracle System Identifier langworth Service 1 1
osbaldo etestaliquid PostgreSQL Database prosacco Session 1 1
amalia.langosh voluptasetquasi DB2 Database braun Service 1 1
bella enimblanditiiset PostgreSQL Database wintheiser Service 1 1
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VPN Pivot 34 7|Y XN|-=
1. 7 EPAA|AE o

2. VPN PIVOT MM

3. VPN PIVOT2 &4 A|AH 20 |4 Ef2 A=t X E
OIHHO|AE MY

‘J‘l AZL::II?Q; EL\ ‘/ ﬁ Private
- Address :
|* ‘:-.. Enterprise Network
Internet 5
DMZ
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N

Attacker
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pre

Overview Analysis Sessions

o

m
Il
=
N
P
b >t
1 Of
N
-0
=‘.’=*
mt
=
of
oy
oY
O o

Campaigns

Web Apps Modules

M SH2 S NEXPOSEO]| &4 HA|

Credentials Reports Exports

Tasks

FLCUSL e T S o v

£
H

Home Vulnerability Validation Test Tasks Task 91

Vulnerability Validation Wizard

Statistics Task Log

128

Vulns found

Show |10 v | entries

im
REMOTE EXPLOIT MATCHES

Hosts imported

Address MName

10.4.26.0

10.4.26.1 2K8-0FC10-32-N

10.4.26.103 esx-3-0-fake.vuln.lax rapid7.com
10.4.26.104 GCM-SSLPLAYGROU
10.4.26.111 w2k8-disa-c.vuln.lax.rapid7.com
10.4.26.113 WINT-DISA-NC1

2

Vuln validations

Vm  Created
& menth ago
m a month ago
a month ago
a month ago

a month ago

a month ago

W Push Validations W Push Exceptions

69

Vuln exceptions

v Status

Scan

g
i

g
i




2 O S2|AH 0] LA

OWASP TOP 10 XIEL
| k™ 0f 8| &Sl+= URL, PARAMETERS} ¥ 4™ 2 HE HO S

Show 10 ~ entries

D Risk Category Hame Path Confidence Method Parameter Proof

|:| High = SOLi SOL Injection http://192.168.152.1 3/mutillidae/index. php 75 GET password xecuting query. You have an__.
|:| High SOLi S0L Injection httpz//192.168.152.1 3/mutillidae/index.php 75 GET username Xecuting query. You have an__.
1 | High 50Li S0L Injection http//192.168.152.1 3/mutillidae/index php 75 GET USEername xecuting query. You have an...
[ High 50OLi S0L Injection http//192.168.152.1 3/mutillidae/index. php 75 POST ToollD xecuting query. You have an...
[ | High s0Li S0L Injection http//192.168.152.1 3/mutillidae/index php 75 POST auther xecuting query. You have an...
[ High S0OL S0L Injection http://192.168.152.1 3/mutillidae/index. php T2 POST blog_entry xecuting query. You have an...
] High = S0Li SQL Injection (blind) http://192.168.152.1 3/mutillidae/index.php 35 POST author Eooclean manipulation.

|:| High SSN-disclosure Found Social Security Number httpz//192.168.152.1 3/twiki/bin/view,/ TWiki/RegularExpression 100 GET path 123-45-6789

] | Low | CSRF i'.ouks‘::ess-logic-rele\rﬁnt form without enti C5RE hittp://192.168.152.1 3/mutillidag/index php 75 GET path <form action="./index.php?p._..
]  Llow CSAF ?;i:ess'logicmmm form without ant-CSRE hitp://192.168.152.13/phpMyAdmin/test/theme php 75 GET path <form method="post" action=...
Showing 11 to 20 of 44 entries (First | [ Previous | (1 (2] (3] (45 Next | Last |
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B F FF (XSS, SQLl, ETC) 29| 34 =¥

Vuln Info: OWASP Top 10 #209 (XSS)

-

URL: hitp-//192 168 152 13/mutillidae/index php Replay Vulnerability

Host: 192.168.152.13 (_\ page
user-info_php
Category. X55
Name: Cross-Site Scripting
Risk: Low (3) username
Confidence: 100
Description:
A cross-site scripting vulnerability has been identified. This may allow the attacker to run javascript in the
password

context of the web application’s domain

"—=cscript=alert("¥ssed")«/script=
Vulnerable Method: GET

Vulnerable Parameter. pasawozrd

Proof: user-info-php-submit-button

View Account Details

o use near '"--><pssmafpro/>
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A
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B berpS://192.168.1.105:

m nn;letasploit'

[<1;

0/workspaces/9/social_engineering/campaigns

Campaigns

oject - Social ... ¥
Overview Analysis Sessions

Web Apps Modules Tags Reports Tasks

St H| A E (Social Engineering)

Ol 21t AO|EE & &8
O ArEAZE EOEL, SEUY = ME AKX H=X SAE EOE

Social Engineering Campaign Report

Account - -snl Project Name:

User:

Home  Social Engineering  Campaigns

SE Testing

shuckins

Executive Summary

UPS Test: Preview

@) Web Page

United States

My UPS & Shipping  Tracking Freight

Log In or Register

Log in with Your My UPS You can use your Facebook

Account: account to log into UPS:
User ID:

Learn More €
Password:

By logging in you agree to the UPS Technology Agreement. €

New Users - Register Now

Register now to take advantage of the following benefits:

Time-saving features like customized shipping preferences and My UP:
ddress Bool

Easy access to your shipping history and tracking detail

International shipping senice

Campaign Name

Test Campaign 1

Key Metrics: Social Engineering Funnel?

25 — 16
emails were sent out 64% of recipients
opened the email

Started: April 08, 2013
Last updated April 08, 2013
| ContactUPS | The UPS Store [ | Status: Finished
Locations  Support  UPS Solutions
Web Pages E-mails Target Add Resp Rate?!
1 1 25 64%

Last respanse: April 02, 2013

12

48% of recipients
clicked the link

l

24% of recipients
submitted the form
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Audit Home Project A Reports j '
Project A_Audit_on_9_Mar

Authentication Tokens

Collected Evidence

Compromised and Vulnerable Hosts pe——
FISMA Compliance

PCl Compliance

Services

Social Engineering Campaign Details
Web Application Assessment

REPORT INFORMATION (]

Compromise Frequency by Host

(12 compromises total) Credentials by Host

(5 creds total)

Generate
REPORT ACTIONS

= &
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@

)
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Phone : 070-7010-5902

Mobile : 010-6855-9776

E-Mail : dhshin@pineandapple.com



